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2023 and We're Still Talking Check Fraud?

Q. Thinking about the capabilities of your firm’s transaction monitoring control framework to
adequately detect attacks and prevent losses, which two types of fraud are you most concerned

about in 20227 (Select top two; Base: 33 Financial services fraud executives)

ACH fraud 42%
Deposit fraud 39%
P2P fraud

Third-party check fraud
RTP fraud
Card fraud
Wire fraud

Other

Source: Aite-Novarica Group's survey of 34 fraud executives at financial services companies, September to October 2022
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Not all scams are created equal

Text Message
Today 13:46

We have noticed unusual
activity on your account.
To prevent a block being
placed please visit: https://
mobile365-
onlinehelp.com/

000000

Phishing scam Dating scam Email spoofing Banking scam

CODE TO ACTIVATE A
NEW DEVICE: Please use
the following activation
code HNECMKEQH2 to
set up online banking on a
new device. Do not give
this code to anyone, no
matter who they say they
are or why they say they
need it. Didn't request a
code? Please contact BOI
immediately.

Online purchase
scam

Investment scam IRS scam Grandparent scam

© 2023 Datos Insights. All rights reserved.




Few Fls are confident in their scams control frameworks today

Q. How much do you agree or disagree with the following statement? My Fl's fraud controls perform
sufficiently in detecting and preventing scam/APP attacks on our customers.
(Base: 21 Fls in the U.S., UK., Canada, Brazil, and India)

Strongly agree
5%

Strongly disagree
24%

Agree
19%

Neither agree nor disagree

0)
Disagree 2

28%

Source: Aite-Novarica Group survey of 21 Fls in the U.S., U.K,, Canada, Brazil, and India, Q1 2023

© 2023 Datos Insights. All rights reserved.



Significant change in reimbursement policies in just a year in North America

Q. What is your firm’s policy for reimbursing consumer scam victims?
(Base: 28 Financial services fraud executives)

We reimburse almost all consumer scam claims
(exception criteria are very rare, less than 5% of claims
are denied)

We reimburse most consumer scam claims (exception
criteria are rare, less than 25% of claims are denied)

We reimburse some consumer scam claims (exception
criteria are numerous, approximately 50% of claims
are denied)

We rarely reimburse consumer scam claims (exception

o . . 29%
criteria are many, more than 75% of claims are denied)

Other

Source: Aite-Novarica Group's survey of 34 fraud executives at financial services companies, September to October 2022
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Segments of the Market for Controlling Scams
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Proactive Send-side Send-side Network Receive-side | i Recovery
prevention detection intervention detection detection i automation
L At the On the receiving side
On the sending side network level and everywhere else
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Mule Detection Investments Have Increased

Thinking about the capabilities of your firm’s transaction monitoring control framework to adequately °

detect attacks and prevent losses, which two types of fraud are you most concerned about in 2022?
(Select top two; Base: 33 Financial services fraud executives)

Consumer scam attacks 48%
First-party check/deposit fraud resulting from application fraud 33%
Mule activity resulting from application fraud - 21%
Synthetic identities resulting from application fraud 21% Y
Third-party P2P fraud resulting from ATO 21%
First-party lending fraud (includes credit cards and loans) resulting from 18%

application fraud

Third-party ACH fraud resulting from ATO 12%
Wire fraud resulting from ATO 12%
Third-party card fraud resulting from ATO 6%

Source: Datos Insights' survey of 24 fraud executives at financial services companies, September to October 2022

© 2023 Datos Insights. All rights reserved.
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57% of consumers do not
understand that being
asked to move money is a
sign of a scam or illicit
activity

1in 10 consumers between
18 and 24 would move
money through their
account in exchange for a
percentage of the funds
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Synthetic Identities: Back with a Vengeance

Behavioral

U.S. Unsecured Credit Synthetic Fraud bi .
lometrics

Loss Estimates

Pll usage Consortium
5(5) $2.94 patterns intelligence
20
20 $2.75
Solution
20 : |
20 $2.57 Mobile signals Email
phone t
enure/
tenure/ reputation
gg $2.40 reputation P
20
21 $1.95
Device Social
identity/ media
38 $1 80 reputation indicators
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Why Do E-CBSV Verifications Fail?

Immigrant
with someone
else’s SSN

Close match

on name,

DOB, and SSN Other (e.g,.
incomplete or
hyphenated name

Synthetic fraud Last name

iSs maiden name

Source: SentiLink
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Emerging potential risks and solutions

Risks

gents/tutorials Image impersonation

i- Phishing golems
Coding support
g

ReCAPTCHA bots golems
Training data YO'CG '
generator for impersonation
bots golems
>
>
Q Synthetic identity
_8 generators/
@) incubators
| -
(aln
Semi-
autonomous

scam networks

Semi-

autonomous

ATO/AQO bots
______ >

Sophistication
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Solutions

Code guide/

tutorial Automated scam
Automated ‘ intervention/
|\ Mclaim | \\) transaction payload
\ capture \ augmentation bot

Defensive data

. Semi-automated
training generator

investigative aids

Personal security
Jinni/ Federated
fraud detection

Sophistication
11
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